SECURE 
NETWORK 100 



DIRECTORY 
SERVICES 140 



TARGET SERVER 104 
TRANSMIT 128 — 



NON-SECURE 
DATA 130 



BORDER SERVER 106 



URL 
TRANSFORMER 
108 



CACHE(S) 110 




TRANSMIT 
132 



FIG. 1 



RECEIVE REQUEST BY EXTERNAL CLIENT FOR ACCESS 
TO TARGET SERVER IN SECURE NETWORK 200 



REDIRECT REQUEST TO BORDER SERVER 122 



I 



FORM SECURE CONNECTION BETWEEN USER/CLIENT 
AND BORDER SERVER 124 



USE SECURE CONNECTION, USER AUTHENTICATION 
SYSTEM TO AUTHENTICATE USER 126 



TRANSMIT NON-SECURE DATA FROM 
TARGET SERVER TO BORDER SERVER 128 



CACHE NON-SECURE DATA AT 
BORDER SERVER 202 



TRANSFORM DATA BY REPLACING NON-SECURE 
UNIFORM RESOURCE LOCATORS 204 



CACHE SECURE DATA AT 
BORDER SERVER 206 



TRANSMIT SECURE DATA 
FROM BORDER SERVER TO 
USER/CLIENT 132 



TRANSMIT 
SECURE DATA 
FROM TARGET 
SERVER 
THROUGH 
BORDER SERVER 

TUNNEL TO 
USER/CLIENT 136 



T 



FIG. 2 



SECURE NETWORK 100 



TARGET SERVER 104, 300 



CONFIDENTIAL DATA 304 



TARGET SERVER 104. 302 



NETWORK USER AUTHENTICATION SYSTEM 316 



BORDER SERVER 106 



UNIFORM RESOURCE LOCATOR TRANSFORMER 108 



NON-SECURE DATA CACHE 110. 306 



SECURE DATA CACHE 110. 308 



SECURE SOCKETS LAYER SOFTWARE 310 



MANAGEMENT SOFTWARE 312 



NETWORK, OPERATING SYSTEM SOFTWARE 314 



CLIENT 112 
SECURE SOCKETS LAYER SOFTWARE 318 



NETWORK, OPERATING SYSTEM SOFTWARE 320 



APPLICATION/REQUESTING SOFTWARE 322 



USER AUTHENTICATION INFORMATION 324 



FIG. 3 



SECURE NETWORK 100 



TARGET SERVER 104 






DATA 304 


CACHE(S) 110 




UNIFORM RESOURCE LOCATOR TRANSFORMER 108 


MANAGEMENT AND TUNNELING SOFTWARE 400 


SECURE SOCKETS LAYER SOFTWARE 310 



NETWORK USER AUTHENTICATION SYSTEM 316 



BORDER SERVER 106 
SECURE SOCKETS LAYER SOFTWARE 310 



MANAGEMENT AND TUNNELING SOFTWARE 402 



NETWORK, OPERATING SYSTEM SOFTWARE 314 



CLIENT 112 






SECURE SOCKETS LAYER SOFTWARE 318 




NETWORK. OPERATING SYSTEM SOFTWARE 320 


APPLICATION/REQUESTING SOFTWARE 322 


USER AUTHENTICATION INFORMATION 324 









FIG. 4 



